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Abstract: This paper aims to find the optimal allocation of defense resources between 
protecting the genuine elements of a k–out–of–n system and deployment of imperfect false 
elements. Networks such as telecommunication networks, oil pipeline networks can be 
modeled as k–out–of–n systems. Different type of weapons used in Army, Navy and Air 
defenses are considered as branches of the force. A country in warfare is defeated if a 
considerable number of branches are destroyed. This phenomenon is also identical with 
the failure of a k–out–of–n system. In this work, the destruction probability of a network, 
protected using imperfect false elements, under intentional attacks is obtained as the 
damage of a k–out–of–n system. A numerical example is shown to explain this model, and 
the methodology used in this paper.  

Keywords: k–out–of–n system, contest intensity function, maximal risk, destruction 
probability, false elements, genuine elements 

1.   Introduction  

Earlier, a reliability engineer was concerned only with the unexpected failure of 
constituent system components. Today, with the improvement of technology, reliability of 
a system is endangered in many ways, such as intentional attacks, improper usage and 
many other threats aimed in destroying the system. Innovative measures of protection are 
required to protect these systems. Earlier, the risk analysis was based on the assumption 
that the defenders face only fixed and immutable threats, in which case, defenders need 
not concern about the extensive measures of protection. Today the defenders need to be 
modernized with the technological improvements and efficient enough to handle critical 
situations with the highly strategic attack efforts. So the defender has to adopt different 
kinds of action for protecting the target.  
     One such measure of protection is the use of false elements. Defenders can use the 
false elements as an effective tool to protect the system elements. False elements can be 
modeled as duplicates of the system components with nil performance. In case of costlier 
systems, components may be designed as vacuum models of the original elements. 
Designing a false element may cost a small amount of resource. As the resource of the 
defender is limited, it has to be properly distributed to protect the genuine system 
elements, to deploy the false elements and for their protection. 
     By using the false elements, the defender can increase the number of targets for the 
attacker, which in turn requires more attack effort. While deciding the number of false 
elements, defender has to be very cautious, as it requires some resources to be used. 
Though large resources are not spent on deploying false elements, more number of false 
elements may result in less resource for the protection of genuine elements. 
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Many authors [1]-[13] extensively discussed the defense strategies based on series and 
parallel configurations. Levitin [1] discussed about the defense strategies such as 
separation and protection of system elements by deploying false elements in a complex 
multi-state system under intentional attacks. Bier et al. [2] discussed the protection of 
series and parallel systems.  Levitin and Hausken [3] discussed about the efficiency of the 
preventive strike based on the attack probability. They have stated the defense strategy 
against intentional attacks which was based on two basic types of configurations namely 
series and parallel [4, 5]. They have highlighted the effective use of false elements in 
protecting the homogeneous parallel system [6]. They also discussed the use of false 
targets and their protection [7]. They have reviewed the defense of systems and the attack 
models based on the structure of the system and different types of attack and defense 
measures [10]. All these works discussed the use of perfect false elements. But false 
elements are not perfect in many of the practical applications. False targets are imperfect, 
in the sense, that the attacker can identify them with a non-zero probability. 
     Peng et al. [8] analyzed the optimal distribution of defense resources between 
protecting the genuine elements and deploying imperfect false elements. As the attacker 
can detect any false element with a non-zero probability, false elements are called 
imperfect. This kind of distribution of defense resource for protection and deployment of 
imperfect false elements is studied for a series system and a parallel system.  
     The k–out–of–n system structure is used widely in industrial and military system 
applications such as the multi–engine system in an airplane, the multi – display system in 
a cockpit, a telecommunication system with n relay stations, an oil pipeline with n pump 
stations, a bridge with n cables, where a minimum of k cables are necessary to support the 
bridge. In this paper, the defense strategy of a country is modeled as a k–out–of–n system 
configuration by considering each branch of the force such as infantry weapons, 
explosives, rockets, missile systems and artilleries as the components of the system. In 
industry, an oil pipeline may be considered as a k–out–of–n system as it works if at least 
two pumps are working. This pipeline can be protected using the similar models when it is 
prone to attack on emergency. In this case, the system can be protected using the 
methodology discussed in this paper, considering the system as a k–out–of–n system. 
Reliability of a system can be improved a lot when components are arranged in k – out – 
of – n system configuration.  
     This paper discusses the novel idea of protecting a k–out–of–n system using imperfect 
false elements, when the system is under intentional attack. The attacker identifies some 
of the false elements, neglects the identified false elements, and focuses its attention only 
on the remaining targets. By knowing the probability of damage under different cases with 
various numbers of false elements, the defender can choose the optimal number of false 
elements based on the probability of damage. In this work the probability of damage to the 
system with optimal number of false elements is calculated. 

2.   Notation 

𝑅 attacker’s resource 
𝑟 defender’s resource 
𝑛 number of genuine elements in k–out–of–n system 
𝑘 least number of genuine elements required for k–out–of–n system to function 
𝑓 number of false elements used in a system 
𝑁 𝑛 +  𝑓 
𝑓∗ optimal value of 𝑓 
𝑚 attacker defender contest intensity 
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𝑑  detection probability of a false element 
𝑣 destruction probability of a component in case of attack 
𝑠 cost for one false element usage 
ℎ number of detected false elements 
𝐷 destruction probability of the entire system 
𝑝ℎ R probability of identifying h false elements by the attacker 
𝑄ℎ number of targets attacked after identifying h false elements 
𝑄ℎ∗  optimal value of 𝑄ℎ 
𝐴 cost to attack one component in a system 
𝑎 cost to defend one component in a system 
𝑇 attack effort for one defended element 
𝑡 defense effort for one defended element  
⌊𝑦⌋ greatest positive integer not greater than 𝑦 

3.    Model Setup and the Related Probability Distribution 

A system having n genuine elements is considered and the model discussed is based on 
the following assumptions. 

• Identical false elements are used for one branch with the same detection 
probability. 

• The false elements are detected independent of each other by the attacker. 
• Resources of the attacker and defender are distributed evenly to all genuine 

elements. 
• Elements are attacked one by one and one attack cannot destroy more than one 

element. 
• Destruction probabilities of the genuine elements and false elements are the 

same. 
The defense forces are considered as components of a k–out–of–n system. It consists of n 
genuine elements, which are protected using f false elements. Here, the false elements are 
imperfect as they can be identified by the attacker with a non-zero probability. Let the 
random variable 𝑋𝑖,𝑖 = 1,2, … 𝑓 denoting the number of identified false elements in the 
system.  Then the state space of 𝑋𝑖, is {0, 1, 2, … , 𝑓}.Thus {𝑋𝑖,𝑖 = 1,2, … 𝑓} is a discrete 
time discrete space stochastic process, where each 𝑋𝑖is binomially distributed with 
probability  

                                                   𝑝ℎ = �𝑛 + 𝑓
ℎ

� 𝑑ℎ(1 − 𝑑)𝑛+𝑓−ℎ             (1) 
     The system under consideration will be destroyed if at least k genuine elements in the 
system are destroyed. Moreover, in this k–out–of–n system, all the elements are prone to 
attack which occur intentionally. Resources of the attacker and defender are constant 
throughout the attack. Efforts to attack and defend one genuine element are A and a, 
respectively. The defender’s resource is distributed equally to use f false elements and to 
protect the genuine elements. An unprotected genuine element can be destroyed by an 
attack, even though the attack effort is small. So the defender uses all its resources to 
protect the genuine elements by deploying false elements. Cost of deploying one false 
element is s. Since the resource of the defender is fixed, the number of false elements 
depicted is at most⌊𝑟/𝑠⌋. After identifying h false elements, the attacker omits the 
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identified h false elements and attacks 𝑄ℎ elements randomly from the remaining (𝑛 +
𝑓 − ℎ) elements. 
     The elements can withstand the attack effort with the support of the protection effort; 
the destruction probability of an element depends on the protection strength and the force 
of attack. The destruction probability of the attacked element is determined by the attacker 
– defender contest function modeled with the common ratio form [9] as 
                                            𝑣 =  𝑇𝑚

𝑇 𝑚 +  𝑡𝑚
  = [ 1 + (t /T)m]-1            (2) 

where T and t are, the attack and defense efforts allotted for the element respectively, and 
m is the parameter that describes the intensity of the contest. When there is no protection 
for the element i.e., when 𝑡 =  0, for a positive attack effort the element will be destroyed 
with probability 1. When 𝑚 =  0, vulnerability is independent of both attack and defense 
efforts and it will be equal to 0.5. When 0 < 𝑚 < 1, there is a disproportional advantage 
that one may invest less than his opponent. When the contest intensity is 1, both the 
attacker and defenders have equal impact on the attacked element and the destruction 
probability in such case is 0.5.The case  𝑚 >  1 gives a disproportional advantage that 
one may invest more than the opponent. The case 𝑚 = ∞ makes v as a step function 
where “winner – takes – all”.  
     For each h, the attacker has to determine the number of attacks to be made to attack 
𝑄ℎ, that maximizes the damage 𝐷(𝑄ℎ, 𝑓) to the system. The entire damage obtained for all 
possible values of ℎ is 
                                                  𝐷(𝑓)  =  ∑ 𝑝ℎ 𝐷(𝑄ℎ , 𝑓)𝑓

ℎ=0                             (3) 
The defender moves first to solve the two period minmax game and choose the value of f 
that minimize the maximal risk and the attacker chooses the integer vector (𝑄0,𝑄1, … .𝑄𝑓) 
that maximizes the risk. For any 𝑓, the optimal value of 𝑄ℎ lies in the interval (1,𝑛 +
 𝑓 – ℎ). 

4.   Destruction Process in a k–out–of–n System 

Consider a system having 𝑛 genuine elements which will work only if a minimum of 𝑘 
genuine elements are working. So to destroy the system the attacker has to destroy at least 
𝑛 –  𝑘 + 1 genuine elements. Since 𝑓 false elements are used, the defense effort for each 
genuine element is 𝑡 =  (𝑟 –  𝑓𝑠) /𝑛𝑎. After identifying ℎ (0 ≤ ℎ ≤ 𝑓) false elements, 
the attacker chooses 𝑄ℎ (1 ≤ 𝑄ℎ ≤ 𝑛 + 𝑓 − ℎ)elements from the remaining 𝑛 +
 𝑓 –  ℎ elements to attack and effort allotted on the genuine elements by the attacker is 
𝑇 =  𝑅/𝑄ℎ𝐴. The destruction probability of each element is defined as the vulnerability  
               𝑣 =  𝑇𝑚

𝑇 𝑚 +  𝑡𝑚
=  [𝑅 𝑄ℎ𝐴⁄ ]𝑚

[𝑅 (𝑄ℎ𝐴)]⁄ 𝑚+[(𝑟−𝑓𝑠) 𝑛𝑎]⁄ 𝑚 =  𝑅𝑚

𝑅𝑚+𝜀𝑚𝑄ℎ
𝑚[(𝑟−𝑓𝑠) 𝑛⁄ ]𝑚

             (4) 

where 𝜀 = 𝐴 𝑎⁄ . For any ℎ and  𝑄ℎ the random number of attacked genuine elements can 
vary from 𝑚𝑎𝑥 ( 0,𝑄𝑛−𝑓+ℎ), (all false elements are attacked) to 𝑚𝑖𝑛 (𝑛,𝑄ℎ) (all the 
genuine elements are attacked). The probability ∅(𝑄ℎ , 𝑖) that among 𝑄ℎ R attacked elements 
i elements are the genuine ones can be obtained using the hyper geometric distribution [6]:  

                                                  ∅(𝑄ℎ , 𝑖) =  
�𝑛𝑖 � �

𝑓−ℎ
𝑄ℎ−𝑖

�

�𝑁−ℎ𝑄ℎ �
               (5) 

     Destruction probability of the system is defined as the probability of destroying at least  
𝑛 –  𝑘 +  1 genuine elements. 



 
                 Protection of k-out-of-n Systems under Intentional Attacks using Imperfect False Elements            533 

 

 
 

     Probability of destroying 𝑛 –  𝑘 + 1 elements from the i attacked genuine elements is 
∑ 𝑁𝐶𝑥𝑖
𝑥=𝑛−𝑘+1  𝑣𝑥(1 − 𝑣)𝑁−𝑥 

      Destruction probability of the system when 𝑓 false targets are used is denoted by 
𝐷(𝑄ℎ , 𝑓) and is given by 

           𝐷(𝑄ℎ, 𝑓) =  ∑ �∅(𝑄ℎ , 𝑖)∑ 𝑁𝐶𝑥𝑖
𝑥=𝑛−𝑘+1  𝑣𝑥(1 − 𝑣)𝑁−𝑥 �min(𝑛,𝑄ℎ)

𝑖=max (0,𝑄ℎ−𝑓+ℎ)   

                          = ∑ �
�𝑛𝑖 � �

𝑓−ℎ
𝑄ℎ−𝑖

�

�𝑁−ℎ𝑄ℎ �
∑ 𝑁𝐶𝑥𝑖
𝑥=𝑛−𝑘+1  𝑣𝑥(1 − 𝑣)𝑁−𝑥  �min(𝑛,𝑄ℎ)

𝑖=max (0,𝑄ℎ−𝑓+ℎ)            (6) 

     The attacker chooses a 𝑄ℎ that maximizes the destruction of the system. Thus the most 
harmful 𝑄ℎ can be represented as 𝑄ℎ∗ =  𝑎𝑟𝑔 𝑚𝑎𝑥1≤𝑄ℎ≤𝑁−ℎ 𝐷(𝑄ℎ , 𝑓). 
The total expected damage to the entire system [8] is 
               𝐷(𝑓) =  ∑ 𝑝ℎ

𝑓
ℎ=0 𝐷(𝑄ℎ∗, 𝑓) = ∑ 𝑁𝐶ℎ 

𝑓
ℎ=0 𝑑ℎ(1 − 𝑑)𝑁−ℎ𝐷(𝑄ℎ∗, 𝑓)           (7) 

Defender will choose 𝑓 such that it minimizes𝐷(𝑄0∗,𝑄1∗, … …𝑄𝑓
)∗, thus the optimal number 

of false targets used is 𝑓∗ = arg min0≤f≤�rs�
𝐷(𝑄0∗, …𝑄𝑓∗, 𝑓). 

4.1   Illustrative Example 

Consider a k–out–of–n system with 4 genuine elements, which will work when a minimum 
of 3 components are in working condition. Assume that the attacker’s and defender’s 
resources are 0.5 and 1 respectively and probability of identifying a false element is 0.2. 
i.e.,)𝑛 =  4, 𝑘 =  3,𝑅 =  0.5, 𝑠 =  0.4,𝑑 =  0.2,𝑚 =  5, 𝑟 =   =  1 and the number 
of false elements 𝑓 =  ⌊𝑟/𝑠⌋  =  2. Therefore the possible values of f are 0, 1 and 2. 
Total number of components including false targets is 6. 
     The destruction probability of the system when no false element (𝑓 =  0) is used is 
𝐷(𝑓 = 0). This probability includes the cases when only one genuine element is attacked, 
two genuine elements are attacked, 3 genuine elements are attacked and all the four 
genuine elements are attacked in the absence of false targets.  

𝐷(𝑓 =  0)  =  𝐷(𝑄0∗, 𝑓 =  0) =  max (𝐷 (𝑄0 = 1, 𝑓 =  0),𝐷(𝑄0 =  2, 𝑓 =  0),  
                                                                       𝐷(𝑄0  =  3, 𝑓 =  0),𝐷(𝑄0  =  4, 𝑓 =  0))                                
     For all possible values of the number of false elements 𝑓, the case 𝐷(𝑄0  =  1, 𝑓 ) is 
meaningless as the loss of one component of the system will not affect the performance of 
the system whether false targets are used or not. 
The destruction probability of the system when two elements are attacked with no false 
element is used is 𝐷(𝑄0  =  2, 𝑓 = 0). 

𝐷(𝑄0 =  2, 𝑓 =  0)  =  � �
�𝑛𝑖 �  � 𝑓 − ℎ

𝑄ℎ − 𝑖�

�𝑁 − ℎ
𝑄ℎ

�
� 𝑁𝐶𝑥

𝑖

𝑥=4−3+1
 𝑣𝑥(1 − 𝑣)𝑁−𝑥 �

𝑚𝑖𝑛(4,2)

𝑖=𝑚𝑎𝑥 (0,2−0+0)

 

                                  =  ∅(𝑄0, 2) 6𝐶2 𝑣2(1 − 𝑣)2 

𝐷(𝑄0 =  3, 𝑓 =  0)  =  � �
�𝑛𝑖 �  � 𝑓 − ℎ

𝑄ℎ − 𝑖�

�𝑁 − ℎ
𝑄ℎ

�
� 𝑁𝐶𝑥

𝑖

𝑥=4−3+1
 𝑣𝑥(1 − 𝑣)𝑁−𝑥 �

𝑚𝑖𝑛(4,3)

𝑖=𝑚𝑎𝑥 (0,3−0+0)
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        = ∅(𝑄0, 3) ∑ 6𝐶𝑥 𝑣𝑥(1 − 𝑣)6−𝑥3
𝑥=2  

        = ∅(𝑄0, 3)[6𝐶2 𝑣2(1 − 𝑣)4 +  6𝐶3 𝑣3(1 − 𝑣)3] 

𝐷(𝑄0 =  4, 𝑓 =  0)  =  � �
�𝑛𝑖 �  � 𝑓 − ℎ

𝑄ℎ − 𝑖�

�𝑁 − ℎ
𝑄ℎ

�
� 𝑁𝐶𝑥

𝑖

𝑥=4−3+1
 𝑣𝑥(1 − 𝑣)𝑁−𝑥 �

𝑚𝑖𝑛(4,4)

𝑖=𝑚𝑎𝑥 (0,4−0+0)

 

                                   = ∅(𝑄0, 4)∑ 6𝐶𝑥  𝑣𝑥(1 − 𝑣)6−𝑥4
𝑥=2  

                                   = ∅(𝑄0, 4)[6𝐶2 𝑣2(1 − 𝑣)4 +  6𝐶3 𝑣3(1 − 𝑣)3 + 6𝐶4𝑣4(1 − 𝑣)2] 
     The destruction probability of the system when one false element is used is𝐷(𝑓 =  1). 
This probability includes the cases of destruction probability when the number of attacked 
elements ranges from 1 to 4 with a single false element. Here the cases 𝐷(𝑄0 = 1, 𝑓 = 1) 
and (𝑄1 = 1,𝑓 = 1) are invalid as there is no damage when only one element is destroyed 
or only one false target is used and is identified. The case 𝐷(𝑄0 = 2, 𝑓 = 1) is valid only 
when both the attacked elements are genuine elements.  
     The destruction probability when two elements are attacked with one false element is 
used and not identified is 𝐷(𝑄0  =  2, 𝑓 = 1). The destruction probability when two 
elements are attacked with one false element is used and identified is 𝐷(𝑄1  =  2, 𝑓 = 1). 
𝐷(𝑓 =  1)  =  𝑝0 𝐷(𝑄0∗, 𝑓 =  1)  +  𝑝1 𝐷(𝑄1∗, 𝑓 =  1) 

                   =  𝑝0 max �𝐷
(𝑄0 = 1, 𝑓 =  1),𝐷(𝑄0 = 2, 𝑓 = 1),𝐷(𝑄0 = 3, 𝑓 = 1),

𝐷(𝑄0 = 4, 𝑓 =  1),𝐷(𝑄0 = 5, 𝑓 = 1) � 

      + 𝑝1max (D(𝑄1 = 1, f = 1), D(𝑄1 = 2, f = 1), D(𝑄1 = 3, f = 1) 

                     = 𝑝0max [ �∅(𝑄0, 𝑖)� 6𝐶𝑥 𝑣𝑥(1 − 𝑣)6−𝑥
𝑖

𝑥=2

,
4

𝑖=3

∅(𝑄0, 4) 

                        � 6𝐶𝑥 𝑣𝑥(1 − 𝑣)6−𝑥
𝑖

𝑥=2

] + 𝑝1 max [∅(𝑄1, 2) 6𝐶2 𝑣2(1 − 𝑣)4, 

                      ∅(𝑄1, 3)� 6𝐶𝑥 𝑣𝑥(1 − 𝑣)6−𝑥
𝑖

𝑥=2

,∅(𝑄1, 4)� 6𝐶𝑥 𝑣𝑥(1 − 𝑣)6−𝑥
4

𝑥=2

]  

                = 𝑝0 max[∅(𝑄0, 2)6𝐶2 𝑣2(1 − 𝑣)4,∅(𝑄0, 2)6𝐶2 𝑣2(1 − 𝑣)4 + ∅(𝑄0, 3) 
          (6𝐶2 𝑣2(1 − 𝑣)4 + 6𝐶3 𝑣3(1 − 𝑣)3),∅(𝑄0, 3) (6𝐶2 𝑣2(1 − 𝑣)4 
                     +6𝐶3 𝑣3(1 − 𝑣)3) + ∅(𝑄0, 4)(6𝐶2 𝑣2(1 − 𝑣)4 + 6𝐶3 𝑣3(1 − 𝑣)3 + 
          (6𝐶4𝑣4(1 − 𝑣)2),∅(𝑄0, 4)(6𝐶2 𝑣2(1 − 𝑣)4 + 6𝐶3 𝑣3(1 − 𝑣)3 +
                            6𝐶4𝑣4(1 − 𝑣)2)]+𝑝1 max[∅(𝑄1, 2)4𝐶2 𝑣2(1 − 𝑣)2, 
                      ∅(𝑄1, 3)(4𝐶2 𝑣2(1 − 𝑣)2 +  4𝐶3𝑣3(1 − 𝑣) + 

          ∅(𝑄1, 4) (4𝐶2 𝑣2(1 − 𝑣)2 + 4𝐶3 𝑣3(1 − 𝑣) + 𝑣4)]. 
𝐷(𝑓 =  2)  =   𝑝0 𝐷(𝑄0∗, 𝑓 = 2)  +   𝑝1 𝐷(𝑄1∗,𝑓 =  2)  + 𝑝2 𝐷(𝑄2∗, 𝑓 = 2) 
                    =    𝑝0 max (𝐷(𝑄0 = 1, 𝑓 = 2),𝐷(𝑄0 = 2, 𝑓 = 2),𝐷(𝑄0 = 3, 𝑓 = 2),  
                            𝐷(𝑄0 = 4, 𝑓 = 2),𝐷(𝑄0 = 5, 𝑓 = 2),𝐷(𝑄0 = 6, 𝑓 = 2))       

      + 𝑝1max (𝐷(𝑄1 = 1, 𝑓 = 2),𝐷(𝑄1 = 2, 𝑓 = 2),𝐷(𝑄1 = 3, 𝑓 = 2),  
          𝐷(𝑄1 = 4, 𝑓 = 2),𝐷(𝑄0 = 5, 𝑓 = 2))  + 𝑝2max (𝐷(𝑄2 = 1, 𝑓 = 2), 

       𝐷(𝑄2 = 2, 𝑓 = 2),𝐷(𝑄2 = 3, 𝑓 = 2),𝐷(𝑄2 = 4, 𝑓 = 2))   
   = 𝑝0 𝑚𝑎𝑥 [∅(𝑄0, 2) 6𝐶2 𝑣2(1 − 𝑣)4,∑ ∅(𝑄0, 𝑖)∑ 6𝐶𝑥 𝑣𝑥(1 − 𝑣)6−𝑥𝑖

𝑥=2 ,3
𝑖=2  

        ∑ ∅(𝑄0, 𝑖)∑ 6𝐶𝑥 𝑣𝑥(1 − 𝑣)6−𝑥𝑖
𝑥=2 ,4

𝑖=2  
                       (𝑄0, 4)∑ 6𝐶𝑥 𝑣𝑥(1 − 𝑣)6−𝑥4

𝑥=2 ) + 𝑝1 𝑚𝑎𝑥((∅(𝑄1, 2) 6𝐶2 𝑣2(1 − 𝑣)4, 
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         ∑ ∅(𝑄1, 𝑖)∑ 6𝐶𝑥 𝑣𝑥(1 − 𝑣)6−𝑥𝑖
𝑥=2 ,4

𝑖=3  
        ∅(𝑄1, 4)∑ 6𝐶𝑥 𝑣𝑥(1 − 𝑣)6−𝑥4

𝑥=2 ] + 𝑝2 𝑚𝑎𝑥 (∅(𝑄2, 2) 6𝐶2 𝑣2(1 − 𝑣)4, 
          (𝑄2, 3)∑ 6𝐶𝑥 𝑣𝑥(1 − 𝑣)6−𝑥𝑖

𝑥=2 ,∅(𝑄2, 4)∑ 6𝐶𝑥 𝑣𝑥(1 − 𝑣)6−𝑥4
𝑥=2   

     =   𝑝0 𝑚𝑎𝑥(∅(𝑄0, 2) 6𝐶2 𝑣2(1 − 𝑣)4,∅(𝑄0, 2)6𝐶2 𝑣2(1 − 𝑣)4 
         +∅(𝑄0, 3) (6𝐶2 𝑣2(1 − 𝑣)4 + 6𝐶3 𝑣3(1 − 𝑣)3),∅(𝑄0, 2)6𝐶2 𝑣2(1 − 𝑣)4 
           +∅(𝑄0, 3) (6𝐶2 𝑣2(1 − 𝑣)2 + 6𝐶3 𝑣3(1 − 𝑣)3) + ∅(𝑄0, 4) 

                           (6𝐶2𝑣2(1 − 𝑣)4 + 6𝐶3𝑣3(1 − 𝑣)3 + 6𝐶4 𝑣4(1 − 𝑣)2), 
             ∅(𝑄0, 3)(6𝐶2𝑣2(1 − 𝑣)4 + 6𝐶3𝑣3(1 − 𝑣)3) 
            +∅(𝑄0, 4)(6𝐶2𝑣2(1 − 𝑣)4 + 6𝐶3𝑣3(1 − 𝑣)3 + 6𝐶4 𝑣4(1 − 𝑣)2),             
              ∅(𝑄0, 4)(6𝐶2𝑣2(1 − 𝑣)4 + 6𝐶3𝑣3(1 − 𝑣)3 + 6𝐶4 𝑣4(1 − 𝑣)2) + 
            𝑝1𝑚𝑎𝑥 (∅(𝑄1, 2)6𝐶2 𝑣2(1 − 𝑣)4,∅(𝑄1 , 2)(6𝐶2 𝑣2(1 − 𝑣)4 
             +∅(𝑄1, 3)(6𝐶2 𝑣2(1 − 𝑣)4 + 6𝐶3𝑣3(1 − 𝑣)3),∅(𝑄1, 3)(6𝐶2 𝑣2(1 − 𝑣)4 
            +6𝐶3𝑣3(1 − 𝑣)3) + ∅(𝑄1, 4)(6𝐶2𝑣2(1 − 𝑣)4 + 6𝐶3𝑣3(1 − 𝑣)4 +  
             6𝐶4𝑣4(1 − 𝑣)2),∅(𝑄1, 4)(6𝐶2𝑣2(1 − 𝑣)4 + 6𝐶3𝑣3(1 − 𝑣)4 +

                               6𝐶4𝑣4(1 − 𝑣)2) +    +𝑝2 𝑚𝑎𝑥((∅(𝑄2, 2) 6𝐶2 𝑣2(1 − 𝑣)4,  
              ∅(𝑄2, 3)(6𝐶2 𝑣2(1 − 𝑣)4 + 6𝐶3𝑣3(1 − 𝑣)3),∅(𝑄2, 4)  
            (6𝐶2𝑣2(1 − 𝑣)4 + 6𝐶3𝑣3(1 − 𝑣)4 + 6𝐶4𝑣4(1 − 𝑣)2). 
 

 
 

 

Figure 1: Damage Probability Curve for           
R = 0.5 

Figure 2: Damage Probability Curve for R = 1 

From Figure1, it is clear that for R = 0.5 the probability to damage reaches its maximum 
value with one false element for different values of the contest intensity function m. For 
the values 𝑚 = 2 and 𝑚 = 3, minimum damage is attained without using any false 
element and as the contest increases to 𝑚 = 4  and 𝑚 = 5 for the use of two false 
elements, damage becomes a minimum. From Figure 2, one can observe that minimum 
damage is obtained uniformly for all values of m with two false elements whereas the 
maximum value depends on the contest intensity when 𝑅 = 1.  
     For higher value of the attacker’s resource i.e., R = 2 usage of two false elements 
results in zero damage to the system, which is preferred by the defender irrespective of the 
contest intensity which can be observed from Figure 3. So it can be concluded that the 
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destruction probability of the system depends on the attack resource. With more attack 
effort the attacker maximizes the damage to the system. Defender minimizes the damage 
using more number of false elements to protect the system.   

 
Figure 3: Damage Probability Curve for R = 2 

5.   Conclusion 

This paper deals with the protection of k–out–of–n system. In any battle field, victory or 
defeat is always decided by the total damage caused to the weaker side of the fight, even 
when some forces are left out without any damage. i.e., when a significant number of 
forces on one side are defeated, that side is considered as defeated. This situation is 
identical with the performance of a k–out–of–n system, which requires at least k perfectly 
working components for the system to work. In the same way it can be concluded that a 
country is defeated if a significant number of its branches are destroyed. The attack takes 
place on different areas of a battle field, where the enemy troop also fights with many 
weapons and will attack by concentrating on many targets. Here the destruction 
probability of each branch depends on its strength of equipment and the amount of source 
spent on protecting the components. So destruction probabilities of the branches are not 
uniform. Each branch has its own destruction probability which can be calculated as the 
destruction probability of a simple k–out–of–n system. In the same way, the protection of 
essential networks like the network of communication systems, oil pipeline connections 
can be protected by treating them as k–out–of–n systems as discussed in this paper. In 
further research, by including the cost of deploying the false elements, this work can be 
solved as a multiple objective optimization problem.   
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